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These labs were designed to be compatible with a small office/home office network. They can be run from your 
home network with low-end Cisco routers and firewalls. The IOS lab was written using a Cisco 806 firewall 
purchased via the Cisco Networking Academy web site ($250), and the PIX labs were run on a entry-level PIX 501 
purchased on eBay ($400).  
 
These labs are meant to give the student the opportunity to get his/her feet wet with IOS CBAC and PIX. This 
includes information on basic configurations only. If you would like more PIX Firewall or security labs, take the 
Cisco SECUR/CSPFA class (CS-214G). 
 
 
 
 
Configuring the IOS Firewall with Context Based Access Control (CBAC) ..................................................2 

�  Deploy an IOS router with CBAC and ACLs to build an application-aware, stateful firewall. 
�  DHCP service  

 �  NAT/PAT 
� � Requires IOS 12.2+ w/ Firewall Feature Set 

You’ ll need a 1700, 2600 or better for the full firewall set. 800, 1600, & 2500 don’ t support 
Authentication Proxy or Intrusion Detection, but those features aren’ t covered in these labs. 

� � Be advised that deploying CBAC & NAT may reduce router performance. 
  �    Estimated time to complete lab: 90 minutes 
 
Sample IOS Configuration ..............................................................................................................................6 
 
The Six Most Important PIX Commands .......................................................................................................8 
 
Configure a PIX Firewall in the SOHO Environment. ....................................................................................9 
 �  PIX startup script  
 �  DHCP server configuration 
 �  NAT/PAT 
  �    Estimated time to complete lab: 30 minutes 
 
Configure a PIX Firewall Using Manual Commands....................................................................................12 
 �  DHCP server configuration  

� � NAT/PAT 
� � Setting the default route 

  �    Estimated time to complete lab: 60 minutes 
 
Configure a PIX Firewall with a Public Mail Server on the Trusted Network..............................................16 
 �  Configure static NAT entries for a host on the trusted network. 
 �  Configure a conduit to allow traffic to your public host. 
 �  Create basic ACLs 

�  Enable MailGuard for application-layer inspection.  
�  Conduits require FOS 4.4.5 or later. 
�  ACLs require FOS 5.0.1 or later. 
� � Estimated time to complete lab: 45 minutes 
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Configur ing the IOS Firewall with Context Based Access Control (CBAC) 
 
 
� � This lab can be done with a 800 series or better router on your home network.  
 
Scenar io: 
 
You are running a small office LAN using a Cisco router to connect to the Internet. You realize you need a firewall 
to protect your network, but you can’ t afford the additional expense. Your router is providing a static route to your 
upstream ISP and is not doing any dynamic routing. In this scenario, it may be appropriate to leverage your existing 
expense and use the IOS CBAC feature to perform security for your LAN.  
 

The IOS CBAC firewall set is a full stateful firewall with application inspection, but it is not always 
the best choice for every network. The IOS firewall and IDS, as well as NAT, PAT, DHCP, etc. can be 
resource intensive and will consume memory and CPU resources that might otherwise be needed for 
dynamic routing. Though a Cisco firewall has some routing features, and a Cisco router has some 
security features, this does not mean that the devices can be used interchangeably. The PIX is a much 
better, faster, cheaper, and more secure firewall, and is easier to work and play with than an IOS 
firewall.  This scenario assumes that you cannot afford to add an additional firewall device, or your 
router or layer 3 switch has plenty of resources to spare. 
 
The IOS firewall set, unlike access lists, maintains state information and application awareness, so 
your users can use applications like FTP and multimedia securely. It is better than using the 
“established”  keyword in your access lists because this command only works on TCP packets and can 
be cracked. CBAC also supports additional features like and Java and SMTP filtering. 

 
For the purposes of this lab, we will assume that your ISP has assigned you the addresses of  64.2.10.1-15 /24. 
You’re going to use the non-routable RFC 1918 addressing scheme of 192.168.1.0 /24 for your internal network. 
You have a mail server on the inside of your network. Though it is better to put public hosts on a DMZ segment, you 
don’ t have an additional router interface or switch to spare. 
 
First, you’ ll need to verify that your router runs IOS 12.2 or better with the firewall set. Not all IOS images 12.2 or 
better have the firewall set included. To see what version of IOS you are running, use the following command. 
 
r out er > sh ver s i on 
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Look for the IOS image name. Some IOS images have the “o”  or “o3”  in the image name indicating that it has the 
Firewall feature set. For example;  f l ash: / c1600- osy56i - l . 121- 11. bi n.  
 
If your OS doesn’ t support the IOS Firewall Set, download and install a new IOS image from CCO before 
continuing. 
 
 Configure the router’s interfaces. Use the IP NAT command to enable NAT. 
 
r out er ( conf i g) # i nt er f ace Ser i al 0 
r out er ( conf i g- i f ) # i p addr ess 64. 2. 10. 10 255. 255. 255. 0 
r out er ( conf i g- i f ) # i p nat  out s i de 
 
r out er ( conf i g- i f ) # i nt er f ace Et her net 0 
r out er ( conf i g- i f ) # i p addr ess 192. 168. 1. 1 255. 255. 255. 0 
r out er ( conf i g- i f ) # i p nat  i ns i de 
 
Create a default route to your upstream ISP’s router. We’ ll assume the ISP’s upstream router is 64.2.10.1. 
 
r out er ( conf i g) # i p r out e 0. 0. 0. 0 0. 0. 0. 0 64. 2. 10. 1 
 
Set up the router to translate internal addresses to routable addresses on Serial 0 (your outside interface) by using the 
command: 
 
r out er ( conf i g) # i p nat  i ns i de sour ce l i s t  1 i nt er f ace Ser i al 0 over l oad 
 
By using the “overload”  keyword, you are configuring PAT (aka “many-to-one NAT”) so that all your internal hosts 
use the IP address of interface, which was previously defined as 64.2.10.10 above. The “ interface”  command tells 
the router to use Serial 0’s interface IP address as the PAT address. You can also use a static IP or an IP range here. 
Use “?”  for syntax. For example: 
 
r out er ( conf i g) # i p nat  i ns i de sour ce l i s t  1 64. 2. 10. 11 Ser i al 0  
 
r out er ( conf i g) # i p nat  i ns i de sour ce l i s t  1 64. 2. 10. 11- 64. 2. 10. 15 Ser i al 0 
 
“ list 1”  refers to access list 1 that will define which traffic should be translated. 
 
r out er ( conf i g) # access- l i s t  1 per mi t  192. 168. 1. 0 255. 255. 255. 0 
 
We now should have internet access for our internal LAN, but we don’ t have any security.  To add security, let’s 
add an extended inbound access-list on the outside interface, S0. (For this lab, we are assuming that we’re not using 
IPSec or any other routing or VPN protocols.) 
 
r out er ( conf i g) # access- l i s t  100 deny i p any any  
r out er ( conf i g) # i nt  s0  
r out er ( conf i g- i f ) # i p access- gr oup 100 i n 
 
Notice that you just denied any traffic inbound and now you can’ t access the Internet. That’s ok. We’re not done yet. 
Now, you want to tell CBAC which protocols you want to allow. You can enable all or just some of the following 
protocols just by using the appropriate command. In this example, I have named the inspection “FIREWALL” , but 
you can use any name you want. 
 
r out er ( conf i g) # i p i nspect  name FI REWALL cuseeme 
r out er ( conf i g) # i p i nspect  name FI REWALL f r agment  
r out er ( conf i g) # i p i nspect  name FI REWALL f t p 
r out er ( conf i g) # i p i nspect  name FI REWALL h323 
r out er ( conf i g) # i p i nspect  name FI REWALL ht t p 
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r out er ( conf i g) # i p i nspect  name FI REWALL net show 
r out er ( conf i g) # i p i nspect  name FI REWALL r eal audi o 
r out er ( conf i g) # i p i nspect  name FI REWALL r cmd 
r out er ( conf i g) # i p i nspect  name FI REWALL r t sp 
r out er ( conf i g) # i p i nspect  name FI REWALL smt p 
r out er ( conf i g) # i p i nspect  name FI REWALL sql net  
r out er ( conf i g) # i p i nspect  name FI REWALL st r eamwor ks 
r out er ( conf i g) # i p i nspect  name FI REWALL t cp 
r out er ( conf i g) # i p i nspect  name FI REWALL t f t p 
r out er ( conf i g) # i p i nspect  name FI REWALL udp 
r out er ( conf i g) # i p i nspect  name FI REWALL vdol i ve 
 

If your router will not accept the i p i nspect  command, it doesn’ t support the IOS Firewall with 
CBAC. You will need to download and install a new IOS image before continuing. 

 
When you enable inspection, your router will make sure that the commands used are RFC-compatible (application-
layer inspection). This means that only RFC-compliant commands will be allowed. When you use the HTTP proxy, 
it will disable any Java Applets from HTML. When you enable the SMTP proxy, it will filter illegal commands from 
the SMTP stream, thus preventing many mail server attacks.  
 

Note: MS Exchange is not RFC-Compliant. This is also an issue with the PIX SMTP “fixup”  feature. 
You may need to disable SMTP application-layer inspection if MS Exchange (or another non-RFC 
compliant mail server) traffic is traveling through the router or firewall. It’s not Cisco’s fault that MS 
Exchange is not RFC-compliant. There are host-based firewalls available that provide more protection 
for your Exchange server than a standards-based firewall can. 

 
Apply the inspection rules to the interface. You can inspect either inbound Ethernet0 or outbound Serial0 for this lab 
and get similar results. I am going to inspect outbound on Serial0. 
 
r out er ( conf i g) # i nt  s0 
r out er ( conf i g- i f ) # i p i nspect  FI REWALL out  
 
Notice here that you’re inspecting outbound traffic. What the router is doing is making sure your users are making 
legitimate requests, then allowing the reply to the legitimate requests based on stateful inspection.  
 
Now, a session initiated from your internal network will cause the inbound access list on Serial 0 to be dynamically 
modified allowing the session’s return traffic. Once the session is complete, the access list entry will be removed. 
Your clients should now have access to the Internet. 
 
You could also enable inbound inspection on the ethernet 0 (inside) interface. If you do that, all traffic entering from 
a different interface (for example; a DMZ interface on Serial 1) will not be inspected, and therefore, returning traffic 
will be denied. If you just have a two-interface router, you can apply inspection to either Serial0 outbound (outside), 
or Ethernet0 inbound (inside). 
 
You have now enabled a stateful firewall on your router, but due to the above deny any any ACL on your outside 
interface, unestablished traffic will not be allowed to your mail server. Users outside your network need to establish 
connections to your public hosts for them to work. For your public mail server, we will need to add static NAT and 
an access list to permit inbound traffic. Let’s assume your public IP for your mail server is 64.2.10.11 and the 
private RFC 1918 address is 192.168.1.11. Notice that I’m using the same last octet in the translated address. That 
can make troubleshooting simpler. Use the following command to enable static NAT: 
 
r out er ( conf i g) # i p nat  i ns i de sour ce st at i c  192. 168. 1. 11 64. 2. 10. 11 
 
This will translate the outside (global) address to the internal private addresses.  
 
Now we need to create an access list to permit traffic to our mail server: 
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r out er ( conf i g) # access- l i s t  100 per mi t  t cp any host  64. 2. 10. 11 eq smt p 
 
This ACL will allow any host access to your mail and web servers on the known port for smtp (TCP25). You can 
change the TCP ports or add new ones if you like. Refer to your textbook or CCO for syntax. Note- use the global 
(legal) address in the ACL, not the private RFC1918 address. 
 
Now, let’s apply inbound application-layer inspection for your internal mail server. This will provide protection 
from illegal commands and syn-flood (DoS) attacks (see note above about non-RFC mail servers). 
 
r out er ( conf i g) # i p i nspect  name MAI LSERVER smt p 
r out er ( conf i g) # i nt  s0 
r out er ( conf i g- i f ) # i p i nspect  MAI LSERVER i n 
 
Just for fun, let’s turn on the DHCP server. As you’ ll see, the DHCP service on Cisco routers is pretty limited, but is 
still useful for small networks. Using the DHCP service is pretty straightforward.. 
 
Define a DHCP pool. We’ ll name this MYDHCPPOOL. 
 
r out er ( conf i g) # i p dhcp pool  MYDHCPPOOL 
 
Define a subnet to use as a range of addresses.  
 
r out er ( dhcp- conf i g) # net wor k 192. 168. 1. 0 255. 255. 255. 0 
 
You can’ t define a static range, but you can define exclusions.. 
 
r out er ( dhcp- conf i g) # i p dhcp excl uded- addr ess 192. 168. 1. 1 192. 168. 1. 30   
 
Set the default gateway using the inside interface of your router.  
 
r out er ( dhcp- conf i g) # def aul t - r out er  192. 168. 1. 1 
 
Set the name servers to be used: 
  
r out er ( dhcp- conf i g) # dns- ser ver  207. 155. 183. 72 206. 173. 119. 72 
 
Since we’re already choking our router, let’s go ahead and add anti-spoofing to the outside interface with the 
following command: 
 
r out er ( conf i g) # i nt  s0 
r out er ( conf i g- i f ) # i p ver i f y  uni cast  r ever se- pat h 
 
This command will limit spoofing because it will make sure that IP addresses entering that interface can be found 
via the same route back out the interface it was received on. This is also called reverse-path forwarding. It’s not 
100% protection, but it will prevent most spoofing. This command is not enabled by default because it, like NAT, 
can slow down your router. 
 
You have now turned your router into device that not only does routing, but also is a application layer stateful 
firewall that also provides NAT and DHCP services.  
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Sample IOS Configuration 
This example came off of a working router configured with CBAC.  
Names, passwords, and IP addresses have been changed. 
 
 
 
ver si on 12. 2 
no ser vi ce si ngl e- sl ot - r el oad- enabl e 
no ser vi ce pad 
ser vi ce t i mest amps debug upt i me 
ser vi ce t i mest amps l og upt i me 
ser vi ce passwor d- encr ypt i on 
!  
host name MYROUTER 
!  
l oggi ng r at e- l i mi t  consol e 10 except  er r or s 
no l oggi ng consol e 
enabl e secr et  5 $1$x5BI $YY79I i r ZI L6Lqf z. FQxx/ 1 
!  
i p subnet - zer o 
i p name- ser ver  207. 155. 183. 72 
i p name- ser ver  206. 173. 119. 72 
i p dhcp excl uded- addr ess 192. 168. 1. 1 192. 168. 1. 30 
!  
i p dhcp pool  MYDHCPPOOL 
   net wor k 192. 168. 1. 0 255. 255. 255. 0 
   def aul t - r out er  192. 168. 1. 1 
   dns- ser ver  207. 155. 183. 72 206. 173. 119. 72 
!  
i p cef  
i p i nspect  name FI REWALL cuseeme 
i p i nspect  name FI REWALL f r agment  maxi mum 256 t i meout  1 
i p i nspect  name FI REWALL f t p 
i p i nspect  name FI REWALL h323 
i p i nspect  name FI REWALL ht t p 
i p i nspect  name FI REWALL net show 
i p i nspect  name FI REWALL r eal audi o 
i p i nspect  name FI REWALL r cmd 
i p i nspect  name FI REWALL r t sp 
i p i nspect  name FI REWALL smt p 
i p i nspect  name FI REWALL sql net  
i p i nspect  name FI REWALL st r eamwor ks 
i p i nspect  name FI REWALL t cp 
i p i nspect  name FI REWALL t f t p 
i p i nspect  name FI REWALL udp 
i p i nspect  name FI REWALL vdol i ve 
i p i nspect  name SERVERS ht t p 
i p i nspect  name SERVERS f t p 
no i p dhcp- cl i ent  net wor k- di scover y 
l cp max- sessi on- st ar t s 0 
!  
!  
!  
i nt er f ace Et her net 0 
 descr i pt i on LAN i nsi de i nt er f ace 
 i p addr ess 192. 168. 1. 100 255. 255. 255. 0 
 i p nat  i nsi de 
 hol d- queue 32 i n 
!  
i nt er f ace Et her net 1 
 descr i pt i on LAN out si de i nt er f ace  
 i p addr ess 64. 2. 10. 10 255. 255. 255. 0 
 i p access- gr oup SERVERS i n 
 i p ver i f y uni cast  r ever se- pat h 
 i p i nspect  FI REWALL out  
 i p nat  out si de 
 no cdp enabl e 
!  
i p c l assl ess 
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i p r out e 0. 0. 0. 0 0. 0. 0. 0 64. 2. 10. 1 
no i p ht t p ser ver  
!  
!  
i p access- l i st  ext ended SERVERS 
 per mi t  t cp any host  64. 2. 10. 10 eq www 
 per mi t  t cp any host  64. 2. 10. 10 eq f t p 
i p nat  i nsi de sour ce l i st  102 i nt er f ace Et her net 1 over l oad 
i p nat  i nsi de sour ce st at i c t cp 192. 168. 1. 10 80 64. 2. 10. 10 80 ext endabl e 
i p nat  i nsi de sour ce st at i c t cp 192. 168. 1. 10 21 64. 2. 10. 10 21 ext endabl e 
i p nat  i nsi de sour ce st at i c t cp 192. 168. 1. 10 20 64. 2. 10. 10 20 ext endabl e 
access- l i st  80 r emar k Rest r i ct  t el net  access t o t hi s subnet  onl y 
access- l i st  80 per mi t  192. 168. 1. 0 0. 0. 0. 255 
access- l i st  102 per mi t  i p 192. 168. 1. 0 0. 0. 0. 255 any 
!  
l i ne con 0 
 exec- t i meout  0 0 
 l ogi n 
 t r anspor t  i nput  none 
 st opbi t s 1 
l i ne vt y 0 4 
 access- cl ass 80 i n 
 exec- t i meout  30 0 
 passwor d 7 030752180500 
 l ogi n 
!  
schedul er  max- t ask- t i me 5000 
end 
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The Six Most Impor tant PIX commands 
 
 
i nt er f ace har dwar e_i d har dwar e_speed [ shut down]   
 
namei f  har dwar e_i d i f _name secur i t y_l evel   
 
i p addr ess i f _name i p_addr ess [ net mask]  
 
nat  ( i f _name)  nat _i d l ocal _i p [ net mask]  
 
gl obal  ( i f _name)  nat _i d gl obal _i p[ - gl obal _i p]  [ net mask]  
 
r out e i f _name i p_addr ess net mask gat eway_i p [ met r i c ]  
 
 
 
 
You will also need to use the following commands for public hosts behind your PIX: 
 
 
s t at i c  [ ( i nt er nal _i f _name,  ext er nal _i f _name) ]  { t cp| udp}  
{ <gl obal _i p>| i nt er f ace}  <gl obal _por t > <l ocal _i p> <l ocal _por t > [ net mask 
<mask>]  
 
condui t  deny| per mi t  <pr ot ocol >| obj ect - gr oup <pr ot ocol _obj _gr p_i d> 
<g_i p> <g_mask> |  obj ect - gr oup <net wor k_obj _gr p_i d> 
[ <oper at or > <por t > [ <por t >]  |  obj ect - gr oup <ser v i ce_obj _gr p_i d>]  
<f _i p> <f _mask> |  obj ect - gr oup <net wor k_obj _gr p_i d> 
[ <oper at or > <por t > [ <por t >]  |  obj ect - gr oup <ser v i ce_obj _gr p_i d>]  
 
access- l i s t  ACL_I D [ deny| per mi t ]  pr ot ocol  sour ce_I P net mask [ por t ]  
dest i nat i on_i p net mask [ por t ]  
 
 
 
 
And here are some more useful commands: 
 
conf i gur e memor y. . . . . . . . . . . . . . Mer ge conf i g f r om f l ash t o RAM ( copy st ar t  r un)  

show conf i gur e. . . . . . . . . . . . . . . . Vi ew t he conf i g f i l e i n f l ash ( show st ar t )  

conf i gur e t er mi nal . . . . . . . . . . . . Ent er  conf i g mode 

conf i gur e f act or y- def aul t . . . . . Rest or e f act or y def aul t  conf i g 

wr i t e memor y. . . . . . . . . . . . . . . . . . Save act i ve conf i g t o f l ash ( copy r un st ar t )  

wr i t e t er mi nal . . . . . . . . . . . . . . . . Vi ew conf i g i n RAM ( show r un)  

wr i t e er ase. . . . . . . . . . . . . . . . . . . Er ase saved conf i g f i l e i n f l ash ( er ase st ar t )  
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Configure a PIX firewall in the SOHO environment for  broadband cable/DSL access and DHCP clients using 
the default settings and the star tup scr ipt. 
 
 
� � This lab can be done with a 501 or better firewall on your home network. 
 
Scenar io: 
 
You are using a PIX firewall to protect a small office/home office network. Your access may be via cable modem or 
DSL. You do not have any public hosts like a web server or mail server on your network. You have one IP address 
assigned dynamically by your ISP (DHCP). Though you could use a Cisco router like above, you realize that you 
should always choose a device based on its primary purpose. In this type of environment, a PIX firewall will be 
more efficient, cheaper, faster, and easier than using a router. Especially if you are doing very little or no dynamic 
routing. A PIX firewall supports RIP & OSPF, has lots of spare memory and bandwidth, so you’re less likely to 
outgrow a PIX than an overclocked router. Even if you did outgrow your PIX, you can copy and paste configs 
between different PIX models, so upgrading is easy. 
 
By default, the PIX 501 and 506 come out of the box set up for NAT with the Ethernet0 (outside) interface 
preconfigured as a DHCP client, and Ethernet1 (the inside interfaces) configured as a DHCP server on the 
192.168.1.0/24 network. Many broadband providers only provide clients with DHCP addresses. If you are getting 
your upstream IP via DHCP from your ISP, you can simply plug the PIX into your network and turn it on and you’re 
good to go! To restore the PIX to its default configuration, connect a roll-over cable from your PC to the PIX’s 
console port and start Hyperterminal. Use the following command to reset the PIX to it’s default configuration:  
 
pi x f i r ewal l  > enabl e 
passwor d:                   ! use only “cisco” , “class” , or “pix”  for passwords in shared labs 
pi xf i r ewal l  # conf i g t  
pi x f i r ewal l ( conf i g) # conf i gur e f act or y- def aul t  
pi xf i r ewal l ( conf i g) # r el oad   
 
These commands will restore the default configuration to be a DHCP client on the outside interface and a DHCP 
server on the inside. It will also set the default security levels and fixup settings. 
 
If you would like to custom configure your PIX using a static IP or a different DHCP client subnet, or use some of 
the other basic options, you can use the startup script. This script will start once you boot your PIX for the first time 
or after you erase the running config. Connect a roll-over cable from your PC to the PIX’s console port and start 
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Hyperterminal, and you will see the startup script. The script will ask you the following questions, and your answers 
will determine the basic configuration for the device. Pressing [enter] after prompts will use the default. 
 
pi x f i r ewal l ( conf i g) # set up 
Pr e- conf i gur e PI X Fi r ewal l  now t hr ough i nt er act i ve pr ompt s [ yes] ? 
Enabl e passwor d [ <use cur r ent  passwor d>] :             ! default = cisco 
Cl ock ( UTC) :  
  Year  [ 2002] :  
  Mont h [ Apr ] :  
  Day [ 13] :  
  Ti me [ 11: 08: 23] :  
I ns i de I P addr ess [ 192. 168. 1. 1] :  
I ns i de net wor k mask [ 255. 255. 255. 0] :  
Host  name [ pi xf i r ewal l ] :  
 
You need to define a domain name for your PIX for PDM access. You can use the domain of your LAN (preferred), 
or you can make one up. This is for your certificate for the SSL connection. 
 
Domai n name:  ohl one. bi z 
 
You will need to tell the PIX which host you would like to initially be able to access PDM (the web GUI). The 
command will automatically create a host mask of 255.255.255.255 as the default. Later, we’ ll use a shortcut to 
allow all hosts to connect from the inside interface. 
 
I P addr ess of  host  r unni ng PI X Devi ce Manager :  192. 168. 1. 20 
 
The f ol l owi ng conf i gur at i on wi l l  be used:  
Enabl e passwor d:  <cur r ent  passwor d> 
Cl ock ( UTC) :  11: 08: 23 Apr  13 2002 
I nsi de I P addr ess:  192. 168. 1. 1 
I nsi de net wor k mask:  255. 255. 255. 0 
Host  name:  pi xf i r ewal l  
Domai n name:  ohl one. bi z 
 
Use t hi s conf i gur at i on and wr i t e t o f l ash? Y 
 
To test your config, configure your LAN PC(s) for DHCP and see if they get an IP address from the DHCP server. 
For you UNIX weirdos, go to Start > Control Panel > Network Connections > Local Area Connection > Properties > 
TCP/IP > Properties > Obtain IP addresses automatically (this turns on the DHCP client). You may need to reset 
your IP settings either by rebooting the PC or going to your command line (Start > Run > cmd or WIN+R > cmd) 
and typing the following: 
 
i pconf i g / r el ease 
i pconf i g / r enew 
 
Your output should look something like this: 
 
C: \ >i pconf i g / r el ease 
Wi ndows I P Conf i gur at i on 
Et her net  adapt er  Local  Ar ea Connect i on:  
 
        Connect i on- speci f i c  DNS Suf f i x   .  :  
        I P Addr ess.  .  .  .  .  .  .  .  .  .  .  .  :  0. 0. 0. 0 
        Subnet  Mask .  .  .  .  .  .  .  .  .  .  .  :  0. 0. 0. 0 
        Def aul t  Gat eway .  .  .  .  .  .  .  .  .  :  
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C: \ >i pconf i g / r enew 
Wi ndows I P Conf i gur at i on 
Et her net  adapt er  Local  Ar ea Connect i on:  
 
        Connect i on- speci f i c  DNS Suf f i x   .  :  ohl one. bi z 
        I P Addr ess.  .  .  .  .  .  .  .  .  .  .  .  :  192. 168. 1. 100 
        Subnet  Mask .  .  .  .  .  .  .  .  .  .  .  :  255. 255. 255. 0 
        Def aul t  Gat eway .  .  .  .  .  .  .  .  .  :  192. 168. 1. 1 
 
After you have confirmed that your DHCP settings are correct, you should now be able to access the Internet 
through your firewall (assuming your firewall is attached to an upstream connection with Internet connectivity). The 
ASA security levels will automatically be set on your outside and inside interfaces- 0 and 100, respectively. Since 
traffic from higher level interfaces is automatically allowed to lower level interfaces, and traffic is stopped going the 
other direction (unless established), you can now access the Internet securely. This is one of the things that is nice 
about the PIX. You don’ t have to configure access lists or inspection like you do with the IOS firewall. Also, this is 
more secure because on a router, the default is Permit and on a PIX, the default is Deny. The PIX also handles 
fragmented traffic better, and has additional protection features the IOS firewall doesn’ t have. For example, on a 
PIX, outgoing traffic sequence numbers are randomized and known only to the PIX. This makes outgoing 
connections less susceptible to man-in-the-middle, replay, or spoofing attacks. 
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Configure a PIX firewall with DHCP clients using manual commands. 
 
 
� � This lab can be done with a 501 or better firewall on your home network. 
 
Scenar io: 
 
You have configured your PIX using either the default settings or the startup script, but you want to add more 
functionality to your firewall. This network is assigned static IP address(es), so you will need to manually define 
your outside address and default route for your network (gateway of last resort). You can still use the startup script 
for your basic settings, but we’re going to do it all the hard way with manual commands from now on. 
 
First, you’ ll want to erase the config you previously created with the startup script. 
 
pi x f i r ewal l ( conf i g) # wr i t e er ase 
pi xf i r ewal l ( conf i g) # r el oad 
 
This is similar to the erase start command on Cisco IOS routers. Once reloaded, the PIX will bring you back to the 
command line: 
 
pi xf i r ewal l  > 
 
Type “enable”  or “en”  to get to privileged EXEC mode, then “configure terminal”  for global config.. 
 
pi x f i r ewal l  > enabl e 
pi xf i r ewal l  # conf i gur e t er mi nal  
pi xf i r ewal l  ( conf i g)  # 
 
Enable your outside and inside interfaces (these are already set by default, but it’s good to know the appropriate 
commands). If you’re using a 515 or better PIX, you may have additional interfaces, but we’ ll only be using two for 
this lab. 
 
pi xf i r ewal l  # i nt er f ace et her net 0 aut o 
pi xf i r ewal l  # i nt er f ace et her net 1 100f ul l  
 
Now name the interfaces and set the security level (these are also the defaults and may already be set). 
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pi x f i r ewal l  # namei f  et her net 0 out s i de secur i t y0 
pi xf i r ewal l  # namei f  et her net 1 i ns i de secur i t y100 
 
You need to name the interfaces because the PIX prefers to use logical names over physical hardware names. It is 
also easier to work with “ inside” , “outside” , “dmz” , than to use “e0” , “e1” , etc. Your outside interface should be 
already set to 0 and should stay that way. Same with the inside interface and 100. These should not be changed.  
 

The security levels determine what kind of traffic flow is allowed. Traffic may freely flow from a 
higher (more secure) interface to a lower (less secure) interface, but is not permitted in the other 
direction unless you specifically allow it to. You can use any number you like between 1-99 for any 
other interfaces you have on your PIX. You can give two interfaces the same security level, but this is 
not a Cisco supported option. 

 
Set the IP Addresses on the interfaces using the interface name you set above.. 
 
pi x f i r ewal l  # i p addr ess out s i de 64. 2. 10. 10  255. 255. 255. 0 
pi xf i r ewal l  # i p addr ess i ns i de 192. 168. 1. 1 255. 255. 255. 0 
 
Configure your PIX to use NAT for connection to the upstream network. Here, we’re going to use the shortcut to 
translate all internal addresses (0.0.0.0  0.0.0.0 - which can be shortened to 0 0 on the PIX) 
 
pi xf i r ewal l  # nat  ( i ns i de)  1 0 0  
 
This means that all addresses matching NAT list 1 will be translated. For simplicity’s sake, we’ ll use NAT 1, but 
you can use any number except NAT 0, which is reserved for disabling NAT on a particular interface. 
 
Now set the global command referencing the above NAT ID and the range of addresses you want to use. If you use a 
range of addresses, the PIX will use these addresses for NAT. If you just use one address, the PIX will use PAT for 
that interface. If you set two global commands, one for a NAT range, and one for PAT, the PIX will use up the NAT 
addresses first, and then roll over to PAT for remaining connections. Cool, huh? 
 
pi xf i r ewal l  # gl obal  ( out s i de)  1 64. 2. 10. 11- 64. 2. 10. 15 255. 255. 255. 0 
 
Note that I didn’ t use the interface address as part of the NAT range. I’m also referencing NAT list 1 as the 
addresses that will be allowed outside access via the Global rule above. You can also tell the PIX to simply use the 
outside interface address for PAT. This is good if your PIX is a DHCP client, and it makes for less edits if your IP 
address changes. 
 
pi xf i r ewal l  # gl obal  ( out s i de)  1 i nt er f ace 
 

The PIX OS assumes that you’re going to be running NAT on your firewall. There are times when you 
won’ t run NAT, but that’s outside the scope of this lab. When you have to opportunity to run NAT on 
your router or your firewall, always run it on your firewall, because the PIX runs NAT very quickly 
(after all, that was it’s original purpose) and it won’ t affect the performance of your router. 

 
Now you need to set a default route for your firewall: 
 
pi x f i r ewal l  # r out e out s i de 0 0 64. 2. 10. 1  1 
 
Like in the above command, you shortened the quad route (0.0.0.0 0.0.0.0) to simply 0 0. The number 1 is used to 
set the metric (hops) to your upstream gateway. The default, if not set, is 1. 
 

The following commands are not necessary for the operation of the PIX, but you might find them useful 
as you continue on. 
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Set the enable password for the PIX: 
 
pi xf i r ewal l # enabl e passwor d c i sco 
 
You can change the hostname of the firewall by using the following command: 
 
pi xf i r ewal l  # host name MyPI X 
MyPI X # 
 
Enable telnet from any host on the inside interface.  
 
pi x f i r ewal l  # t el net  0 0 i ns i de 
pi xf i r ewal l  # passwd c i sco 
 
Don’ t forget to set the telnet password (passwd) so that you can login via telnet. Note that I’m using the shortcut 
command “0 0”  as an abbreviation for “0.0.0.0 0.0.0.0”  or “any any” . Anywhere you can use 0.0.0.0 on a PIX, you 
can use the shorthand 0. 
 
Enable the web server (PDM) from any host on the inside interface.. 
 
pi x f i r ewal l  # ht t p ser ver  enabl e 
pi xf i r ewal l  # ht t p 0 0 i ns i de 
 
You should now be able to access PDM from any inside host by going to https://192.168.1.1 . Note that you must 
use HTTPS because PDM uses SSL. 
 
To enable telnet or PDM access from specific hosts, you would use the following syntax: 
 
pi xf i r ewal l  # t el net  192. 168. 1. 2 255. 255. 255. 255 i ns i de 
 
Note: I am using a host mask (255.255.255.255) instead of a subnet mask. If I use a subnet mask (ie; 192.168.1.0 
255.255.255.0), the PIX will allow all hosts on that subnet. Also, the PIX will not allow you to telnet to the outside 
interface, unless it’ s over a IPSec connection. You can, however use SSH or PDM from the outside interface. 
 
Let’s turn on the internal DHCP server so that we don’ t have to manually address all our internal PCs. The DHCP 
service is enabled by default out of the box on the PIX 501 and 506, and you also enabled it using the startup script 
earlier, but we’ ll do it manually this time.. 
 
Set the DHCP range: 
 
pi xf i r ewal l  # dhcpd addr ess 192. 168. 1. 2- 192. 168. 1. 34 i ns i de 
 
Note: the DHCP service is rather limited in comparison to the DHCP service on Windows Server. It doesn’ t accept 
reservations or other advanced features, but is good enough for most small networks. The number of addresses 
within the DHCP service depends on your licensing level. For a 10 user 501, the PIX will allow 32 DHCP clients. 
 
Set the nameservers to be used by DHCP clients: 
 
pi x f i r ewal l  # dhcpd dns 207. 155. 183. 72 206. 173. 119. 72 
 
Enable the DHCP service: 
 
pi xf i r ewal l  # dhcpd enabl e i ns i de 
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Congratulations! You have now successfully completed a manual config on a PIX. That wasn’ t so hard, was it? By 
now, you should have a feel for the PIX and how it is much easier to configure than an IOS firewall. You’ve also 
learned that the PIX is pretty simple to configure and only requires a few commands to get it up and running. 
 
Save the configuration before we move on to the next lab. 
 
pi xf i r ewal l  # wr i t e memor y 
 
This is similar to the copy r un st ar t  command on Cisco routers, and can be abbreviated to simply “ wr ” .  
 
For the next lab, we’ ll assume that we have public hosts running on our internal network , and we want to allow 
access to them. We’ ll be using the above configuration, so if you erased it, you’ ll need to enter it again to continue. 
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Configure a PIX Firewall with a Public Mail Server on the Trusted Network 
 
 
� � This lab can be done with a 501 or better firewall on your home network. I wouldn’ t recommend using a 501 to 

protect a business network, but it has been done successfully before.  
 

� � You’ ll need a public host like a mail server to test the config, or you could connect to the outside interface and 
use ping or telnet commands to test. 
 

� � This lab uses Conduits. Conduits are going to be phased out in future releases to be replaced by Access Control 
Lists. You can use either in current FOS versions. 

 
 
Scenar io: 
 
You have a public mail server behind a two-interface PIX firewall. Though in this example we’re using a mail 
server, you can also put a web server or other kind of server behind your firewall and change the TCP/UDP port 
numbers. Since we don’ t have a third DMZ interface, we’re going to allow certain inbound connections to reach our 
mail server on the trusted network. Though the PIX will only allow a finite number of total (not current) connections 
through the firewall (the 501 is limited to 10 by default), the PIX uses its internal ARP table to determine the 
number of connections in use, therefore, incoming connections to your mail server through the outside interface will 
not use up your allowed connections. We will be using the existing configuration that you built in the previous lab, 
so if you deleted it, go back and enter that configuration again.  
 
First, we’ ll need to set a static NAT rule to translate the public IP address to the private one.  
 
pi x f i r ewal l ( conf i g) # st at i c  ( i ns i de,  out s i de)  64. 2. 10. 11 192. 168. 1. 11  
 
The above command creates a static NAT entry that will translate connections from the public address of 64.2.10.11 
to the internal address of 192.168.1.11. Notice that when you define your translation you are going from the higher 
level interface to the lower one (inside, outside), and when you enter the IP addresses, you are going from the lower 
level interface to the higher level one (outside, inside, or High-Low, Low-High). This is where many administrators 
make mistakes. 
 



Introductory IOS Security  17 
& PIX Firewall Labs 
rev. 4/04 

The static command creates an address translation, but doesn’ t grant access to the internal device for outside users. 
For that, we’ ll use a conduit. 
 
pi x f i r ewal l ( conf i g) # condui t  per mi t  t cp host  64. 2. 10. 11 eq smt p any  
 
With this conduit, we are allowing anyone from the untrusted network (Internet) access to 64.2.10.10 via TCP port 
25 (SMTP). You could use eq 25 instead of eq smt p, but your config will still display eq smt p. Conduits are 
slightly easier to configure than ACLs since they don’ t have to be specifically applied to an interface, but conduits 
don’ t work for some advanced filtering like on VPNs, etc. If you want to use ACLs instead, it would look like this: 
 
pi xf i r ewal l ( conf i g) # access- l i s t  MAI LSERVER per mi t  t cp any host  64. 2. 10. 11 eq smt p 
pi xf i r ewal l ( conf i g) # access- gr oup MAI LSERVER i n i nt er f ace out s i de 
 
As long as you’re creating access lists, you may want to allow ping reply packets back in.. 
 
pi x f i r ewal l ( conf i g) # access- l i s t  MAI LSERVER per mi t  i cmp any any echo- r epl y   
pi x f i r ewal l ( conf i g) # access- l i s t  MAI LSERVER per mi t  i cmp any any t i me- exceeded   
pi xf i r ewal l ( conf i g) # access- l i s t  MAI LSERVER per mi t  i cmp any any unr eachabl e 
 
The PIX deals with ICMP traffic through the firewall differently than it deals with ICMP traffic to the firewall itself. 
For example, to allow ping replies to the PIX itself, use the following command (outside refers to the outside 
interface). 
 
pi x f i r ewal l ( conf i g) # i cmp per mi t  any echo- r epl y out s i de 
pi xf i r ewal l ( conf i g) # i cmp per mi t  any t i me- exceeded out s i de 
pi xf i r ewal l ( conf i g) # i cmp per mi t  any unr eachabl e out s i de 
 
For more information on NAT translations, port redirection, conduits, and access lists, refer to CCO: 
http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094aad.shtml#conduit 
 
Now that we’ve configured a NAT translation and permitted access via a conduit or access list, lets enable 
application layer inspection for our mail server. Application layer inspection (for mail) is implemented on the PIX 
by using the Mailguard feature. Mailguard intercepts connections to your mail server and makes sure they are valid 
before passing them on. When enabled, the PIX will only allows the minimum required SMTP commands 
established in RFC 821 (HELO, MAIL, RCPT, DATA, RSET, NOOP, QUIT). The PIX responds with an "OK" to 
even denied commands, so attackers would not know that their attempts are being thwarted. To enable Mailguard, 
use the following command: 
 
pi xf i r ewal l ( conf i g) # f i xup pr ot ocol  smt p 25 
 

Some mail servers rely on non-RFC commands to work properly. If you have an ESMTP server (like 
MS Exchange) running behind the PIX, you may need to turn off the Mailguard feature to allow mail 
to flow properly. There are other ways such as SMTP relays and host-based firewalls which can be 
used to secure your mail server. 

 
Use the following command to prevent IP spoofing. This is similar to the i p ver i f y  uni cast  r ever se-
pat h command used in IOS: 
 
pi xf i r ewal l ( conf i g) # i p ver i f y  r ever se- pat h i nt er f ace out s i de 
 
After changing or removing the alias, access-list, conduit, global, nat, outbound, and static commands, use the 
c l ear  x l at e command to make the IP addresses available for access. 
 
pi xf i r ewal l # c l ear  x l at e 
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Your firewall should now be fully operational and ready to go. By using the previous commands and making 
substitutions as necessary, you now know how to configure a Cisco PIX firewall in the home, small office, or 
enterprise network. There are advanced features that haven’ t been explored here, such as IDS and VPN, but the 
following sample config should give you some idea of how those features are deployed. Further information can be 
found by doing a search on CCO for the commands listed. 
 
 
Sample PIX Configuration 
This example came off of a working Cisco PIX Firewall.  
Names, passwords, and IP addresses have been changed to protect the innocent. 
 
 
 
pi xf i r ewal l # sh conf  
:  Saved 
:  Wr i t t en by enabl e_15 at  00: 26: 13. 813 UTC Mon Jun 18 2003 
PI X Ver si on 6. 3( 1)  
i nt er f ace et her net 0 aut o 
i nt er f ace et her net 1 100f ul l  
namei f  et her net 0 out si de secur i t y0 
namei f  et her net 1 i nsi de secur i t y100 
enabl e passwor d 2KFQnbNI dI . 2KYOU encr ypt ed 
passwd 2KFQnbNI dI . 2KYOU encr ypt ed 
host name pi xf i r ewal l  
domai n- name ohl one. bi z 
c l ock t i mezone EST - 5 
cl ock summer - t i me EDT r ecur r i ng 
f i xup pr ot ocol  f t p 21 
f i xup pr ot ocol  ht t p 80 
f i xup pr ot ocol  i l s  389 
f i xup pr ot ocol  ppt p 1723 
f i xup pr ot ocol  r sh 514 
f i xup pr ot ocol  r t sp 554 
f i xup pr ot ocol  s i p 5060 
f i xup pr ot ocol  s i p udp 5060 
f i xup pr ot ocol  ski nny 2000 
f i xup pr ot ocol  smt p 25 
f i xup pr ot ocol  sql net  1521 
names 
name 192. 168. 1. 15 SERVER01 
name 192. 168. 1. 16 SERVER02 
access- l i st  PUBLI C- SERVERS per mi t  t cp any host  64. 2. 1. 100 eq www 
access- l i st  PUBLI C- SERVERS per mi t  t cp any host  64. 2. 1. 100 eq f t p 
access- l i st  PUBLI C- SERVERS per mi t  t cp any host  64. 2. 1. 100 eq smt p 
access- l i st  PUBLI C- SERVERS per mi t  udp any host  64. 2. 1. 100 eq domai n 
access- l i st  PUBLI C- SERVERS per mi t  t cp any host  64. 2. 1. 100 eq domai n 
access- l i st  PUBLI C- SERVERS per mi t  i cmp any any echo- r epl y 
access- l i st  PUBLI C- SERVERS per mi t  i cmp any any t i me- exceeded 
access- l i st  PUBLI C- SERVERS per mi t  i cmp any any unr eachabl e 
pager  l i nes 24 
l oggi ng on 
l oggi ng t i mest amp 
l oggi ng t r ap debuggi ng 
l oggi ng hi st or y debuggi ng 
l oggi ng f aci l i t y 23 
mt u out si de 1500 
mt u i nsi de 1500 
i p addr ess out si de 64. 2. 10. 100 255. 255. 255. 0 
i p addr ess i nsi de 192. 168. 1. 1 255. 255. 255. 0 
i p ver i f y r ever se- pat h i nt er f ace out si de 
i p audi t  i nf o act i on al ar m 
i p audi t  at t ack act i on al ar m 
i p l ocal  pool  VPNPOOL 192. 168. 1. 200- 192. 168. 1. 254 
pdm l ocat i on SERVER01 255. 255. 255. 255 i nsi de 
pdm l ocat i on SERVER02 255. 255. 255. 255 i nsi de 
pdm hi st or y enabl e 
ar p t i meout  14400 
gl obal  ( out si de)  1 i nt er f ace 
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nat  ( i nsi de)  1 0. 0. 0. 0 0. 0. 0. 0 0 0 
st at i c ( i nsi de, out si de)  t cp i nt er f ace f t p SERVER01 f t p net mask 255. 255. 255. 255 0 0 
st at i c ( i nsi de, out si de)  t cp i nt er f ace www SERVER02 www net mask 255. 255. 255. 255 0 0 
st at i c ( i nsi de, out si de)  t cp i nt er f ace smt p SERVER02 smt p net mask 255. 255. 255. 255 0 0 
access- gr oup PUBLI C- SERVERS i n i nt er f ace out si de 
r out e out si de 0. 0. 0. 0 0. 0. 0. 0 64. 2. 10. 1 1 
t i meout  x l at e 0: 05: 00 
t i meout  conn 1: 00: 00 hal f - c l osed 0: 10: 00 udp 0: 02: 00 r pc 0: 10: 00 h225 1: 00: 00 
t i meout  h323 0: 05: 00 mgcp 0: 05: 00 si p 0: 30: 00 si p_medi a 0: 02: 00 
t i meout  uaut h 0: 05: 00 absol ut e 
aaa- ser ver  TACACS+ pr ot ocol  t acacs+ 
aaa- ser ver  RADI US pr ot ocol  r adi us 
aaa- ser ver  LOCAL pr ot ocol  l ocal  
nt p ser ver  64. 2. 10. 5 sour ce out si de 
ht t p ser ver  enabl e 
ht t p 192. 168. 1. 0 255. 255. 255. 0 i nsi de 
snmp- ser ver  host  i nsi de 192. 168. 1. 20 
snmp- ser ver  host  i nsi de SERVER02 
snmp- ser ver  l ocat i on Fr emont  
snmp- ser ver  cont act  noc@ohl one. bi z 
snmp- ser ver  communi t y ohl onesnmp 
no snmp- ser ver  enabl e t r aps 
f l oodguar d enabl e 
sysopt  connect i on per mi t - i psec 
cr ypt o i psec t r ansf or m- set  myset  esp- des esp- md5- hmac 
cr ypt o dynami c- map dynmap 10 set  t r ansf or m- set  myset  
cr ypt o map mymap 10 i psec- i sakmp dynami c dynmap 
cr ypt o map mymap i nt er f ace out si de 
i sakmp enabl e out si de 
i sakmp i dent i t y addr ess 
i sakmp pol i cy 10 aut hent i cat i on pr e- shar e 
i sakmp pol i cy 10 encr ypt i on des 
i sakmp pol i cy 10 hash md5 
i sakmp pol i cy 10 gr oup 2 
i sakmp pol i cy 10 l i f et i me 86400 
vpngr oup CORP- VPN addr ess- pool  VPNPOOL 
vpngr oup CORP- VPN dns- ser ver  SERVER01 
vpngr oup CORP- VPN wi ns- ser ver  SERVER01 
vpngr oup CORP- VPN def aul t - domai n ohl one. bi z 
vpngr oup CORP- VPN spl i t - t unnel  90 
vpngr oup CORP- VPN i dl e- t i me 300 
vpngr oup CORP- VPN passwor d * * * * * * *  
t el net  192. 168. 1. 0 255. 255. 255. 0 i nsi de 
t el net  t i meout  5 
ssh 192. 168. 1. 0 255. 255. 255. 0 i nsi de 
ssh t i meout  5 
consol e t i meout  0 
t er mi nal  wi dt h 80 
Cr ypt ochecksum: 8011c9500a7012a50d66406e1e91c994 
pi xf i r ewal l # 
 
 
 
 
TIP: to interrupt the full running-config from being displayed, type “Q”  at the “more”  prompt. For example; 
 
<- - -  Mor e - - - >q 
pi xf i r ewal l  # 


